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. MyCloudNS

MyCloudNS —
NMpodeccuoHanbHbIN
CDN u DNS-cepBuc

BbicTpbii, 6e3onacHbIi U HageXXHbih DNS n CDN gns
pa3paboTynkoB, KOMNaHWIA U 6N10repoB Mo BCeMy MUPY.

Y10 Takoe MyCloudNS?

MyCloudNS — 3710 npogeccuoHanbHbIn CEPBUC AOCTaBKN
kKoHTeHTa (CDN) 1 DNS, KoTopbli o6ecnedynBaeT MONTHUEHOCHYHO
CKOPOCTb, HenpeB3ongeHHy 6esonacHocTb M 99.99% uptime
ANA BaWMX AOMEHOB. He3aBMCUMO OT TOro, pa3paboTuynK Nu Bbl,
Bnageneu 6usHeca nnun 6norep — MyCloudNS npegoctaBnaeTr
NHOPACTPYKTYPY, KOTOPaA BaM Hy>XHa.
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KnouyeBblie BO3MOXXHOCTHU

'a

DNS-cepBuchbi
\

/

-

« Mno6anbHasa DNS-ceTb — PasBepHuUTe Balll AOMEHbI
B 25+ gaTta-ueHTpax rno Bcemy M1py A8 MUHMManbHON
3a4epPXXKN U MaKCUMabHOW AOCTYMNHOCTU

« eo-maplpyTusauma — ABTOMaTUYECKN HanpasnsanTe
noceTuTenen Ha 6NMXxanwun cepeep Ha OCHOBE UX
reorpapuyeckoro nonoXxeHus

¢ PacwupeHHble 3anucu — lNonHaa nogaepXXKa 3anucen
A, AAAA, CNAME, TXT, NS, MX, SOA, SRV, PTR n CAA

« Wildcard-3anucu — Jlerko ynpasnante nogaoMeHamu
C NOMOLLbH WabnoHOB

¢« DNSSEC — 3awutute Bawwm gomeHbl oT DNS-cnyduHra
C NMOMOLLBIO KpUnTorpapuyecknx nognucen

/
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CDN u npokcu-cepBucChbI

P

+ Edge-npokcu — BbiCOKONPOU3BOLUTENBbHbIN
06paTHbIA NPOKCU C aBTOMAaTUYECKUM BbIBOPOM
SSL/TLS ceptudpukatoB

+ KawmnpoBaHue ctaTuku — Kalwmpynte nsobpaxeHus,
CSS, JavaScript, wpudtel 1 JSON ans 6onee 6bICTPON
3arpysKku cTpaHuL

« CxxaTtune — ABTOMaTUyeckoe cxatue gzip, deflate
1 Brotli png akoHoMuu Tpapuka

o 3awuTHble 3aronoBkn — X-Content-Type-Options,
X-Frame-Options, X-XSSProtection, CSP 1 HSTS
BK/IFOYEHDI
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be3onacHoOCTb

(
3awumTta ot DDOS

BcTpoeHHasn 3awmta ot DNS-dnyaa, amnanpumkauumm
n NXDOMAINaTak

Rate Limiting

MpepoTBpawante 310ynoTpebneHnsa ¢ NoOMOLLbHO
HacTpanBaeMbIX TMMUTOB 3aNpoCoB

\
Geo-Blocking
Ol'paHI/ILIbTe OOCTYIM N3 onpegesieHHbIX
CTpaH

J

d

N
dunbTpayus User-Agent
BnokupyinTe nsBecTHble CKaHepbl
1 6OTbl

4

IP Blacklist

Bnokupynte BpeaoHOCHbIe |P aBTOMaTUYeCKN UK BPYYHYIO

mycloudns.ru
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3awuTa oT aTak
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DNS-aTaku (Mpuoputet 1— Kputnueckue) HTTP/CDN-aTaku
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. | DNS Query Flood | MaccupoBaHHble DNS-3anpochl K o | HTTP Flood | MaccupoBaHHble HTTP-3anpochbl

| Connection Flood | MpeBblweHne coeanHeHuin
| Slowloris | MegnenHble HTTP-3anpocsl

| HTTP Amplification | Ycunenne HTTP-Tpaduka
| Bot/Crawler | BpeaoHocHble 60TbI U CKaHepsl

| Geo Attack | ATaku 13 onpefeneHHbIX cTpaH

| DDoS Attack | PacnpepeneHHble aTaku

cepsepy
| DNS Ampilification | McnonbsosaHne DNS ans

ycuneHus Tpaduka

| DNS NXDOMAIN Flood | ®nya HecyuiecTayoWmMu
AOMeHaMU

| DNS Cache Poisoning | OtpasneHue kawa DNS

| DNS Tunneling | TyHHenupoBaHue aaHHbIx yepes DNS
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DNS-ataku (MpuopureT 2)
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« | Zone Transfer (AXFR) | MonbiTka nepeHoca 30Hb!
« | DNS TCP Flood | TCP-dnya Ha DNS-cepsep
« | DNS ANY Record | 3anpockl ANY 3anuceit
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lonosiHuTeNbHble 3alLUTbl

@ N
IP Blacklist
ABTOMaTM4Yeckoe N py4yHoe bnokuposaHue
IP-agpecos
\ J
e R
Auto-ban
ABTOMaTKYyeckaa 610KMpPOoBKa NpuU NpeBbILEHUN
AMMWTOB
- 4
@ Y
Rate Limiting
JIMMUTbI Ha KONNYECTBO 3anpPoCoB
B CEKyHAyY
(. 4

N
Connection Limits
OrpaHu4yeHne ogHOBPEMEHHbIX
coeguHeHnn
»
™
Request Size Limits
OrpaHunyeHne pasmepa 3anpocos
1 3arofi0BKOB
4
A
URL Pattern Blocking
Bnokuposka no nattepHam URL
(wp-login, xmlrpc, .git, .envin 1.4.)
4

mycloudns.ru



. MyCloudNS

Ilna xoro npeagHa3sHaJeH

MyCloudNS

p

@ PaszpaboTuuku

APl 1 MHCTpYMeHTbI gna nHrterpaunm ynpasneHna DNS
B Bawwwu npunoxeHua n Cl/CD nannnanHbl.
ABTOMaTU3UPYWTE ynpaBneHne JOMeHaMn C NOMOLLbHO
Hawero REST API.

p

busHec

KopnopaTunBHble peweHus ¢ pacllMpPeHHON aHannTUKon,
SLA 1 npnopuTeTHOM NOoAAEPXKOon 24/7.

@) Bnorepbi

[MpocTasa HacTpoMKa 1 HageXHasa paboTa BawWMX JOMEHOB
6e3 TEXHUYECKNX 3HAHWUA.

Kak 3To pa6boTaeT

p

1. Jo6aBbTe aOoMeH
3aperncTpupynTe Bawl 4OMEH B NaHenn ynpasneHus

2. HacTpoiTte DNS

YcTaHoBuTe DNS-3anncu nnm ncnonb3ymnte KoOHUrypaumm
no ymMon4aHuo

o

/

3. HanpaebTe Tpaduk

Hawa rnobanbHas ceTb aBTOMaTU4YeCcKn HanpasnseT
noceTutenemn Ha 6numxanwnim edge-cepeep

4. OTcnexusanrte

CneguTe 3a Npou3BOAUTENBHOCTHIO, 3anpocamun 1
cobbiTnAMKM 6e30NacHOCTU B peanlbHOM BPeMEHN
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NpeuMylLecTBa

s ™
MonHMeHoCHasa CKOpPOCTb
Bpemsa oTknmka meHee 10 mc 6narogaps rnobanbHoOn ceTu
Anycast

\ J

\

4 N
99.99% uptime
Hafe>XXHOCTb KOpnopaTUBHOIo YPOBHA C M3ObITOYHOM
MHOPACTPYKTYypOU

- -/

4 R
be3onacHocTb No YMOJ/TYaHMIO
BcTpoeHHana 3awmTa OT COBPEMEHHbIX Yrpos3

< J

4 A
MpocToTa UCNONb30BaHUA
MHTYWTMBHas naHenb ynpaBneHus
N OOKYMEHTaL WA
-
@ N
Moppepxka 24/7
Hawa KkomMaHga Bcerga rotoea
NMoOMOYb
N 4
-»
mycloudns.ru
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Tapudnbl

N N
BbecnnaTtHo NMpodeccuoHanbHbIN KopnopaTuBHbIi UupuBupyanbHbIn
[Nna NNYHbIX [na ctaptanos U Manoro [Ona KpynHbIX Ona 6onblinx
NPOEKTOB BbusHeca KOMMNaHui opraHusauum
500 000 oT 500 oT 5000 MepcoxanbHbie
3anpocos/mecs P/mecsay P/mecsuy, pelueHus
/ i

mycloudns.ru
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Hayano pa6oThbl

'
1. NMoceTnTe mycloudns.ru

2. 3apernctpupynTte 6ecnnaTHbl akKayHT

NMopaepxka

(

.

support@mycloudns.ru ]

'd

3. [lobaBbTe Baw aomMeH n Hactponte DNS

4. HauyHuTe ncnonb3oBaTb ObICTPYIO U
B6esonacHyo DNS-uHdpacTpykTypy

-

mycloudns.ru J
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