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B viycloudns

Kaxkabl pas, Korga nonb3oBaTtesb OTKPbIBaeT calT B bpaysepe,
MYCIou d N s . NPOUCXOLNT HE3AaMETHas, HO KPUTUYECKN BaXKHanA paboTa:
< cucTtema AoMeHHbIX MMeH (DNS) nepeBoAUT MOHATHbLIA YeNoBeKyY
y“ pa BnﬂeM bl “ D Ns - agpec (Hanpumep, mycloudns.ru) B IP-agpec koMnbroTEpA.
Bes DNS nHTepHeT nonpocTy He cyuiecTBoBan bbl B TOM BUAE,
B KaKOM Mbl ero 3HaeM. OgHako gns éusHeca DNS — 310 He

cepB“c HOBO ro NPOCTO «TenedpoHHanA KHUra MHTepHeTa». 3To GyHOAMEHT

OHJ'IaﬁH-I'IpVIC)/TCTBI/IH KOMMaHUK, OT KOTOPOro HanpamMmyro

n0KoneH "H 3aBUCAT LOCTYMNHOCTb CalTa, CKOPOCTb 3arpyskun cTpaHuy 1,

B KOHEYHOM cqéTe, BbIPYy4Ka.
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Tpu KnoyeBble Npoo6sembl,
C KOTOpPbIMM CTaJIKUBaeTCA 6u3HecC

/

1 Mpo6nema nepean: DDoS-aTtaku yHUUTOXaIOT 6U3HeC

B 2025 ropy pacnpepenéHHble aTakn oTkasa B 06cnyxumeaHum (DDoS) cTann cambiM pacnpoCTpPaHEHHbIM BEKTOPOM KnbepaTak.
3N0YMbILWIEHHUKW NCMONb3YHOT BOTHETHI U3 IOTYCTPONCTB, YCUNEHHble aTakk Yepes Memcached n NTP-amnnnpukaumio, a
TakXe AocTynHble ycnyru «DDoS-as-a-Service» Bcero 3a 50 gonnapos B Yac. KonnyecTtBo cnoXHbix DDoS-aTak BbIpoCio Ha
111% TonbkO B 2024 roay. Ana 6u3Heca aTo 03Ha4YaeT NPOCTble BELWWN: eClIN CaUT HEAOCTYNEH — KOMMaHUA TEPSAET KJIMEHTOB U
AeHbru. NMpocTon KpynHOro MHTEPHEeT-MarasnHa Ha 4ac 0bxXoauTCs B COTHU ThiCAY pybrein NnoTepAHHON BbIPYYKMN.
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2 NMpo6nema BTOpan: MeANeHHbIA CaUT youBaeT KOHBEPCHUIO
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Ka>|(,£],bIVI CeKyH,EI,HbII?I 3aepP>XKW 3arpy3k CtTpaHubl CHM>XaeT KOHBEPCUHO Ha 7%. Nonb3oBaTenu OXXNOarT MTHOBEHHOIO
OTKJIMKA, U eCNU CalT rpy3nTca fonble Tpéx cekyHn, 40% nocetutenen NpocTo yXoaaT. leorpapuyeckas pacrnpeenéHHoCTb
ayanTopun 03Ha4aeT, 4YTo KNacCUYeCKNI XOCTUHI C OAHUM CepPBEPOM HE MOXKET obecneynTb npmnemnemMyro CKOpPoCTb ON1A BCeX
nonb3oBartenen. bUsHecy Hy>XHa reo-mMapLIpyTU3aLKnsa, KOTopas HanpaBafaeT KaX4oro nosib3oBaTens K 6nnmxanwemy cepeepy
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3 NMpo6nema TpeTbA: TpaauuuoHHblie DNS-npoeanaepbl He 06ecneuYnBaloT 3alLUTy
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Peructpatopbl fomMmeHoB (Takne kak REG.ru B Poccum unu GoDaddy rnobansHo) npegnaratoT 6a3osble DNS-ycnyru, HO He
obecrnevynBaroT 3alUTY OT aTakK, reo-mMapLpyTusaumno, aHanntuky unu APl onsg aToMatnsaumn. bBUsHecC BbiHYXAEH NoKynaTb
OTAENbHbIE PeLleHns Y pasHbIX MOCTaBLLWMKOB N MHTErpUpOoBaTh UX MeXay COBO0N, YTO yBEMYMBAET CNOXHOCTb U CTOMMOCTb.
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mycloudns.ru
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PeweHue

MyCloudNS — aTo komnnekcHass DNS-nnat¢gopma,
KOTOpas pelwiaeT Bce TpU Npo6semMbl OfHUM
peLueHuem.

MyCloudNS — 370 coBpeMeHHbIN NpodeccrnoHanbHbli CEPBUC,
npenocTaBnALWMA NOMHbIA CNEKTP yCnyr no ynpasneHuno DNS-

NHGPaCTPYKTYpPON.

Mnatpopma ob6beanHaeT B cebe ynpasnsembiin DNS,

BCTPOEHHYo 3awmnTy oT DDoS-aTtak, CDN gnsa yckopeHus
AOCTaBKU KOHTEHTa M reo-MapLupyTusaumnio ans ontuMmnsanmm
CKOpOCTU. BCé 310 — B egMHOM UHTepdeince ¢ eanHbiM API.
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KnouyeBble GYyHKLUUN

BcTpoeHHas 3awuTta ot DDoS

B oTnnyme ot KOHKypeHTOB, rae DDoS-3awuTa TpebyeTt
otaenbHon goporocrtosduwen nognuckn, MyCloudNS
BKJIIOYaeT 3awuTy 0o 50 rurabut B cekyHay y>xe B 6a30BbIX
NnaTHbIX Tapupax. ABToMaTU4Yeckoe obHapyXeHne aTak

N MrHOBeHHOe mitigate paboTatoT 6e3 BMellaTenbCcTBa
agMunHucTpaTtopa. DNSSEC 3awumwaeT oT nogaenku
DNS-oTBeTOB.

Ynpaensembiit DNS ¢ rno6anbHoi ceTblo

MyCloudNS ncnonesyet rnobanbHyto Anycast-ceTb ¢ 25+
TOYKaMM MPUCYTCTBUA NO BCEMY MUPY. DTO obecneymsaeT
BpeMs OTK/MKa MeHee 10 MUNNNCEKYHA, U rapaHTupyeT
nocTtynHocTb 99.99%. PesepBupoBaHne peanmsoBaHo

Ha BCEX YPOBHAX CUCTEMDI.

CDN u ycKOpeHMe KOHTEeHTa

Mnatdopma BKNHOYaET rnobanbHyH CeTb 4OCTaBKM
KOHTeHTa ¢ 50+ ToYykamu npucyTcTeusa. Edge-
KELWMPOBaHNE COKpaLLaeT BPeEMSA 3arpy3kn CTpaHuL.
SSLcepTuounkatbl NnpegocTaBnaAlTCA 6ecnnaTtHo

Ha Bcex Tapudax.

I'eo-mapl.upyTusau,uﬂ

25+ reorpad@uyecknx permoHOB NO3BOIAKOT HaNpaeiATb
nonb3oBaTenen K bnumxanwemMy cepeepy. HactpavBaemble
npasunna MapwpyTnsaLmm y4nTbiBaloT MECTOMNOMOXEHNE,
Harpysky 1 gpyrue napameTpbl.
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AHanuTukKa B peasnibHOM BpeMeHU

[leTanbHas cTatucTuKa 3anpocoBs, MNPOU3BOAUTENIbHOCTH
1 6e30nacHOCTW JOCTYNHa B NaHesnn ynpasneHusa. 3KCnopT
oT4eTOB U APl oNns MHTErpaumnm ¢ BHELWWHUMU CUCTEMAMMU.

APIunCLI

MonHodyHKUMOHanbHbin REST API nossonsaeTr
aBTOMaTM3NpoBaTb Bce onepauun. MHterpayun gna CI/CD
N KOMaHAHas CTpoka ynpouiatoT paboty ana DevOps-
NHXXEeHepOoB.
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AononHuTtenbHble PYHKUUU
6e30nacHoOCTH

/

lMnatdopma Takxe BkMKOYaET GYyHKLUN, OPUEHTUPOBAHHBbIE
Ha coBpeMeHHble NoTpebHOoCTN BU3Heca:

e NaeHTUPUKaLna N 6NOKMPOBKa BPeAOHOCHbLIX 60TOB
C Ucnonb3oBaHMEM MNOBEAEHYECKOro aHanmsa
n ML-mopgenewn;

e yrnpaBneHne JOCTYNOM U3 onpefenéHHbIX CTPpaH Yyepes
geo-blocking n geo-allowlisting;

e 3alLW1Ta KOHTaKTHbIX GOPM OT cnama 4vyepes
NHTErpUpPOBaHHYIO BEPUOUKaLNIO;

» rnbkme HacTpamBaemble npasuna firewall n rate limiting.

NMopaepxka
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support@mycloudns.ru
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