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MyCloudNS — DNS CDN Server

DNS-cepeep gnsa CDN npoekTa ¢ geo-routing n proxy selection.

BO3MOXXHOCTH
d . 4
» DNS cepsep (UDP/TCP nopt 53) » Wildcard 3anucu (" *example.com’)
» GeolP onpegeneHune cTpaHbl knneHTa (IP2Location Lite) « DNS forwarding Ha upstream cepsep
o KackagHbl nogbop proxy: country - region - any e« DNSSEC nognuce 3anuncen (BkatodyaeTtcs
e [opaepxka 3anucen: A, AAAA, CNAME, TXT, NS, MX, B config.yaml)
SOA, SRV, PTR, CAA  Rate limiting (3awmTa ot DoS/DDoS)
o CTaTUCTUKa 3aNpPOCOB NO AOMEHAM U CTPaHam  |P Blacklist ¢ auto-add
o MySQL XpaHunuwie gaHHbIX « JlornpoBaHue B ¢ainnbl C poTaumen
e In-memory kaw DNS 3anucein ¢ nuMuUTamm « FopsAYan nepesarpyska (SIGHUP)
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Jloruka pa6oThbl
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. DNS 3zanpoc - IP knueHTa
. OnpepenenHune cTpaHbl Yepes IP2Location
. Mownck 3anucu no umeHmn (example.com -

blog.example.com)

. Wildcard nouck (" *example.com”)
. Ecnn “proxy=0": BepHyTb value Hanpsamyo
. Ecnn “proxy=1": nogobpatb proxy (country -

region - any)

. 3annUcb CTaTUCTUKKU

3awuTta DoS/DDoS

[

DNS Query Flood

DNS Amplification
DNS NXDOMAIN Flood
DNS Cache Poisoning
DNS Tunneling

Zone Transfer (AXFR)
DNS ANY Record

DNS TCP Flood
DNSSEC
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