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. MyCloudNS

MyCloudNS — CDN lNMpok

MHorogomMeHHbI 06paTHbIN NPOKCU-CEPBEP C KILUMPOBaAHUEM,
SSL/TLS v 3awimnTOM OT aTak.

BO3MOXXHOCTHU

o MHOrogoMeHHbI NpoKcy - [InHaMuyeckas KoHourypaums no gomeHy (SNI)

o SSL/TLS - ABTOMaTnyeckum Bolbop ceptudmkata 4yepes SNI

e HTTP->HTTPS pegupekT - Bce 3anpockl ¢ nopta 80 peampekTaTca Ha 443

« KawmpoBaHue Ha gucke - Tonbko cTaTtuka (n3obpaxenus, CSS, JS, wpndTbl, JSON)
» Cxatue - gzip, deflate, brotli

» Access noru - JSON noru no goMeHam

e Jlorn 6nokKnpoBoK - MonbITKK aTak

» ABTODaH - ABTOMaTM4yeckasa 61oknpoBKa IP npy NOBTOPHbIX aTakax

e Graceful shutdown - O6paboTka SIGINT/SIGTERM
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« Rate limiting (token bucket gns kaxgoro IP)
» Connection limiting (Ha IP n Bcero)
+ TainmayTbl 3anpocoB: ReadHeader, Read, Write, Idle
e MakcKManbHbI pasMep Tena 3anpoca
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¢ |P Blacklist (" blacklist.txt")
o OGunbTpauna User-Agent (4epes config)
o Jlorn 6nokuposok - “/var/log/proxyCDN/blocked/
YYYY-MM/DD-blocked.log"
» ABTOGaH (Npw NpeBbileHUM nopora rate_limit_exceeded)
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» Brioknpoeka no ctpaHam (4epes IP2Location B)
» Tpebyetcs ¢an "IP2LOCATION-LITE-DB1.BIN®
» HactpauBaeTcs yepes block_geo’ B security
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Security Headers

'd

ABTOMaTH4YECKU [,06aBNAIOTCA K KaXXA0MYy OTBETY:

o | Header | 3nauenve |

| X-Content-Type-Options | nosniff |

| X-Frame-Options | SAMEORIGIN |

| X-XSS-Protection | 1; mode=block |

| Referrer-Policy | strict-origin-when-cross-origin |
| Strict-Transport-Security | max-age=31536000 |
| Content-Security-Policy | default-src 'self" |
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URL Pattern Blocking

MNaTtTepHbl URL ona 610KMPOBKKM CKaHEPOB K aTak

mycloudns.ru

Geo-blocking

BnoknpoBKa 3anpocoB Nno CTpaHam C UCMNoJSib30BaHNEM
IP2Location B[]

y

Blacklist

Cnucok onacHblx IP agpecos KOTopble Obin 3aMeYeHbl
B aTakax

Llenouka middleware

Blocklist - GeoBlock - UAFilter -» BodySize - RateLimit
-> Logging - Handler
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TekcToBbIE NOrn
Access noru

» Kawupyertca: N3o06paxeHunn, CSS, JS, wpndtel, JSON
» He kawmpyeTtca: HTML, APl oTBeTbl
o Tun: Disk-based (¢pannbl Ha aucke) Jlorn 6NOKMpPOBOK
o TTL: HacTpauBaeTtca 4yepes cache_ttl_hours’ Jlorn nofo3puUTENBHON aKTUBHOCTU
(no ymon4yaHuto 168 YacoB = 7 aHen) (& J
» UHBanupaums: Mo timestamp ¢anna, yaaneHune
npu pecTtapTe
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* MNyTb K SSL cepTndnkaty support@mycloudns.ru
e [lyTb K NPMBATHOMY K04y S P
e MuHumanbHaa sepcus TLS
r P
Bo3amMoxHble 3HayeHnsa min_tls: ** TLS1.0, TLS1.1,
TLS1.2, TLS1.3 mycloudns.ru
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